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Seamlessly Extend Protection to Network and Cloud

> Secure Access Service Edge (SASE) for today’s Distributed Enterprises

In today's dynamic, digitalized economy, businesses need evolved IT solutions to stay competitive. A Secure
Access Service Edge (SASE) is an architecture leveraging a user-friendly SD-WAN orchestrator tool to streamline
network traffic across evolving edges (from headquarters to branch offices, datacenters, and cloud edges). This
total managed solution simplifies and secures infrastructure while boosting agility and scalability. Businesses can
operate without compromise. Applications are responsive, and the entire infrastructure is cost-effectiveness for
any user, anytime, anywhere.

> All-in-one Email Security and full range of Cloud Backup for Business Continuity

The modern ultra-connected business environment exposes companies to one of the most prevalent
cyberattacks: Email, through which over 90% of successful cyberattacks occur. To secure this vulnerability, our
0365 backup with advanced email security solution provides an ever-vigilant 24x7 managed service to safely
fortify your organizational email.

Beyond email, other systems need protection, especially with businesses increasingly adopting virtualization,
cloud computing, and cloud applications into mission critical workflows, and important digital assets extending
beyond physical organizational premises. To safeguard these, we offer comprehensive backup solutions
encompassing onsite and offsite, virtual machine, and physical server backup, all to preserve precious data and
maintain operational resilience.
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TrustCSI™ 3.0 ReDEFINED. SOC4Future

TrustCSI™ 3.0 is our upgraded flagship security suite giving you the best possible enterprise protection. ) , _ o _ .

. . - . . . . . . Leveraging our decades of in-depth experience in information security industry, our SOC4Future strategy redefines
It provides superior visibility and control over information risks, with three pivotal areas of focus. Firstly, cybersecurity and resilience that encompasses five key elements, including innovative Cybersecurity Framework, Enhanced
in an era of more stringent data handling practices, TrustCSI™ 3.0 addresses (C)ompliance to meet even Dual SIEM Operations, “SOC-as-a-Service” paradigm, proactive security approach — Al-Red/Blue Cybersecurity Practices, and

. . . o . Optimized Professional & Compliance Servies, t full protection of enterprises.
the most stringent evolving requirements. Secondly, it is an easily deployed, low overhead, zero phimized Frofessional & -ompliance Servies, fo ensure Tl protection of enterprises
maintenance Managed Security Service for navigating an increasingly complex IT landscape of
sophisticated threats. Lastly, we leverage cutting-edge Al to infuse (I)nnovation and intelligence to

G ) Cybersecurity Framework Innovation

achieve dramatically higher speed, effectiveness, and efficiency in thwarting threats. @
Respond & Recover ! Identify & Predict S<(~)
. " ” .. . . Our innovative Security Orchestration, Automation, and Response A suite of comprehensive assessment and identification services covering
Introducing “ReDEFINED SOC4Future” our bold new vision for a new age of enterprise security. As your (SOAR), Security Incident Response (IR), and Threat Hunting | systems, applications, network infrastructure, and critical assets, Code

Trusted TechOps Security Enabler in an ever-evolving digital landscape, we go beyond protection. We Services empower SOC teams to optimally utilize threat ' Reyiew Service identifies and mitigates security risks at the early
intelligence, orchestrating and automating incident resolution to application development. Next, internal and external penetration testing

ReDEFINE the paradigm. Leveraging nearly decades of deep security experience and cutting-edge minimize resolution time with detailed post-incident reports also provides further in-depth understanding of the resilience of your
technologies, we now revolutionize SOCs, fortify operations, and empower businesses to navigate Pinpaint root causes and support actioicHi s organization's security levels against various attack
ec gies, ’ y op ’ p g planning. To further fortify your enterprise's digital

scenarios. Harnessing the power of algorithm and Al,
together with other enhanced capabilities, the
latest Al Penetration Test enables infrastructure
operations team to continuously execute
testing with reports to proactively safeguard

ReDEFI NED. . the organization intelligently.

complex modern cybersecurity challenges. resilience, our ~comprehensive ISIEEEE.
cloud-based Backup, Replication & Disaster

Recovery Service, featuring flexible
operation modes and replication models,

You r Tru Sted Tec hOpS Secu rity Eha ble r igi:.fu:i)?ld recovery and robust business

SOC4Future @
C b 1 As modern enterprises accelerate their digital transformation, they gain V Protect
ybersecurity , Detect / sQ), A

- . . . Partnering with top-tier security technology
unprecedented opportunities, yet also heighten risks with an expanded attack X :
P PP Y 9 P Reinforced by our 3 regional top-tier, 24x7 Q providers globally, we offer comprehensive

ReDEFINED. surface. Meanwhile, cyber-threats are more sophisticated than ever. Today, Security Operations Centers (SOCs) with protection solutions including UTM, NGFW,

dependable, comprehensive cybersecurity has never been more crucial. dual advanced SIEM platforms, we elevate WAFiand IPSffordnetworkand apr;(lication accesg

) o : o control, SASE for dynamic network security, an

SOC4FUtU re f f : : enterprise’s ability to quickly andieHEEHE Cloud Email Security to Icount:: risin ’ Ih)i,shin
CITIC Telecom CPC is committed to being your trusted TechOps Security Enabler. identify and respond to the increasing frequency , Y rising phishing
. . . L . e . attacks. Our dedicated team of security professionals
We fully understand specific digital protection needs across multiple industries, and and sophistication of cybersecurity events. Our total manages everything from incident consultation, solutions
Powered by our unparalleled and offer our world class TrustCSI™ managed information security solutions empowered security appératu;empov:ers,proad've hOI'St'cddefense fol design and implementation to configuration and ongoing device
decades of in-depth experience . - . . enterprises, including Endpoint Detection and Response (EDR) management, ensuring optimization of enterprise’s security technology
o bareacurity ant by the SOCleujcure strategy.to dellvgr holistic enterprise protection that enables solutions tailored for the remote work environment to Al-enabled infrastructure and closing of potential security loopholes, freeing

y y your organization to Identify, Predict, Protect, Detect, Respond and Recover User and Entity Behavior Analysis to detect anomalous behavior. in-house IT staff to focus on more productive tasks.

forward-thinking SOC4Future effectively from diverse threats.
strategy, we redefine
cybersecurity from passive Our experienced and certified team of security professionals conduct the “Al

defense to proactive Red/Blue Cybersecurity Practices”, enabling enterprise to assess weaknesses in their @ Enhanced Dual SIEM Operations
guardianship, enabling IT infrastructure landscape and develop effective defense measures for maximum

] . ) . . . ; ) At our regional SOCs, our advanced technologies featuring Dual SIEM platforms revolutionize threat intelligence management. By expediting
enterprises stay ahead of today’s protection. Additionally, our cutting-edge intelligent security service, built on our large-scale data analysis to swiftly detect and respond to emerging threats. This innovative approach guarantees comprehensive coverage and

evolving threat landscape ReDEFINED cybersecurity framework, world-class infrastructure, award-winning delivers actionable insights, catering to diverse security requirements with exceptional speed and efficiency.
expertise and state-of-the-art technology, proactively safeguards your organization @

continuously and intelligently. 2 @ Future-proofing with SOC-as-a-Service —

The “SOC-as-a-Service” paradigm embodies the future of intelligent cybersecurity. We deliver unparalleled security analytics and monitoring
capabilities via our Al-driven, top-tier security analytics and monitoring capabilities. The “SOC-as-a-Service” concept is empowered by 3 top-tier and
3 self-deployed 24x7 Security Operations Centers (SOCs) in Hong Kong, Guangzhou and Shanghai. This security stack is fully managed via our
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A proactive security approach to enhance an enterprise’s cybersecurity cycle from reactive defense to proactive guardianship. Al-Red/Blue
Cybersecurity Practices cover the entire service stack, from staff training, offensive and defensive drills to network protection solutions, security
strategy and service consultation. The Red Team conducts comprehensive Al-powered assessments and simulations, while the Blue Team offers
all-encompassing defense services, enhancing enterprise-wide cyber-threat awareness and response.

“global-local” approach, with certified professional expertise and compliance acumen to provide innovative customized security solutions
worldwide. We help our customers achieve unrivaled digital security and peace-of-mind in an evolving digital landscape.

@ )Optimized Professional and Compliance Services

We offer our customers the unique competitive edge of a hybrid “global-local” approach, seamlessly optimizing world-class technical knowledge
and facilities, with extensive local business insights. Together with certified expertise in compliance, our scope encompasses a comprehensive
range, from consultancy services to Security Device Migration and Cross-Border Data Compliance. With global reach and advanced TechOps
capabilities, we are empowering customers with unparalleled trust and security in their digital operations.




